
Why Industrial Data Unification Is the Missing
Piece in Your Smart Factory
Walk onto any factory floor and you will see the problem within minutes. The PLCs on the line
speak one protocol. The SCADA system upstream speaks another. The ERP system in the
cloud talks about orders and inventory but has no idea what the machines are actually doing
right now. Meanwhile, the maintenance team relies on a separate IIoT platform that was
installed by a different vendor three years ago. Every system produces data. None of them
share it in a way that makes operational sense.

This is the reality of most manufacturing sites today. Companies have invested heavily in
sensors, gateways, and dashboards. They have rolled out edge computing nodes and
connected their machines to the cloud. Yet the data remains fractured. The term for this
fractured state is data silos, and they are the single biggest obstacle to realising the promise of
Industry 4.0. The solution is not another sensor or another dashboard. The solution is industrial
data unification.

https://www.youtube.com/watch?v=Q7k0bAeB26A
https://www.youtube.com/watch?v=Q7k0bAeB26A


What Industrial Data Unification Actually Means
Industrial data unification is the practice of bringing data from disparate sources - machines,
control systems, business applications, and IoT devices - into a single, coherent, real-time view.
It is not about moving everything into one database. It is about creating a common layer where
data can be published, discovered, and consumed by any authorised system without point-to-
point integration work. Think of it as a universal translator for the factory floor.

This concept goes beyond simple data integration. Traditional integration often means writing
custom connectors between System A and System B. When you add System C, you write
another connector. The web of connections grows exponentially, and each one becomes a
brittle point of failure. Industrial data unification flips that model. Instead of connecting
systems to each other, you connect each system to a common namespace. That namespace
becomes the single source of truth for real-time data.

The Technical Backbone: Protocols and Standards
To make unification work in practice, you need standards that allow different systems to speak
the same language. Two protocols have emerged as the de facto choices in smart
manufacturing: OPC UA and MQTT. OPC UA provides a robust, information-model-rich way to
describe machine data and its context. It handles security, discovery, and semantic
interoperability out of the box. MQTT, by contrast, is a lightweight publish-subscribe protocol
ideal for moving time-series data from sensors and edge devices to the cloud with minimal
overhead.

https://www.factovia.eu/


FactoVia
The real power comes when you combine them. Sparkplug, a specification built on top of
MQTT, adds a standardised data model and discovery mechanism that makes MQTT behave
more like OPC UA. With Sparkplug, an edge device can announce its presence, publish its data
tags, and start streaming time-series data to any subscriber that cares. This is the plumbing
that makes industrial data unification practical at scale.

Cloud platforms like AWS and Azure have embraced these protocols, offering native MQTT
brokers and OPC UA connectors. But the cloud alone does not solve the unification problem.
You still need a strategy for how data flows from the machine to the cloud and back, and you
need governance rules that ensure data from one line does not overwrite data from another.

Real-World Pain Points
I have seen a mid-sized automotive supplier in Flanders that ran separate data pipelines for its
stamping presses, its welding robots, and its paint lines. Each pipeline fed a different analytics
tool. The plant manager could not get a single view of throughput across the three lines. When



a press went down, the effect on the paint line was invisible until finished parts stopped
arriving. That is a data silo problem, and it is expensive.

Another example: A chemical plant had installed an industrial IoT platform to monitor vibration
on critical pumps. The platform worked fine, but the data lived in a separate database from the
plant's SCADA system. When the maintenance team wanted to correlate vibration spikes with
process events, they had to export CSV files from both systems and merge them in Excel. By
the time they had the combined view, the event was two weeks old. Real-time data is only
valuable if you can act on it in real time.

These are not edge cases. They are the norm. And they point to a deeper issue: most industrial
companies have not yet invested in data governance or a unified namespace. They have
invested in hardware and connectivity, which is necessary but not sufficient.

Where Unified Namespace Fits
A Unified Namespace (UNS) is the architectural pattern that delivers industrial data unification.
It is a logical layer - often implemented as an MQTT broker with a structured topic tree - where
every data point in the plant has a single, unambiguous address. A temperature sensor on line
3 publishes to a topic like factory/line3/zoneA/temperature. The SCADA system subscribes to
that topic. The ERP system subscribes to a higher-level topic that aggregates line throughput.
The maintenance dashboard subscribes to all alarm topics. No custom connectors. No CSV
exports.



The UNS also enforces data governance. You decide who can write to which topics, who can
read them, and how long the data is retained. This is critical when you have multiple teams and
external partners accessing the same namespace. Without governance, a UNS becomes
chaos.

In practice, a well-designed UNS sits at the center of a smart manufacturing architecture. It
ingests data from OPC UA servers, MQTT-enabled sensors, SCADA systems, and ERP systems.
It normalises the data models so that a temperature reading from a Siemens PLC uses the
same units and tag names as a temperature reading from a Rockwell controller. That is
semantic interoperability, and it is the hardest part to get right.



Trade-Offs and Judgment
Industrial data unification is not free. It requires upfront investment in architecture design,
protocol selection, and data modelling. You have to make choices about what data to unify
first. Trying to unify everything at once is a recipe for paralysis. Start with a single production
line or a single machine type. Prove the value, then expand.

There is also a tension between centralisation and autonomy. A fully centralised namespace
can become a bottleneck. If the broker goes down, does the whole plant stop? Smart designs
use edge caching and local autonomy to keep machines running even when connectivity to the
central UNS is lost. The edge computing layer can buffer data and replay it when the
connection is restored. This is not a theoretical concern; it is a practical requirement for any
production environment that runs 24/7.

Another trade-off involves security. Opening up data flows between IT and OT systems creates
new attack surfaces. A UNS must be secured with TLS, client certificates, and fine-grained
access control. The protocols themselves - OPC UA and MQTT - have mature security models,
but they are only as good as the implementation. Regular penetration testing and network
segmentation are non-negotiable.

Looking Ahead
The industrial sector is in the middle of a digital transformation that has been slower than
many predicted. The reason is not a lack of technology. It is a lack of data interoperability. We
have the sensors, the edge computing hardware, the cloud platforms, and the analytics tools.
What we lack is the glue that binds them together into a coherent system. That glue is
industrial data unification.



Companies that invest in a unified namespace and the supporting governance structures will
be the ones that realise the full benefits of smart manufacturing: reduced downtime, higher
throughput, better quality, and faster response to market changes. Those that continue to bolt
point solutions onto existing silos will find themselves maintaining an ever-growing tangle of
integrations that becomes harder and harder to change.

The choice is clear. The technology is ready. The standards - OPC UA, MQTT, Sparkplug - are
mature. What remains is the will to step back from the immediate firefight and design a data
architecture that serves the whole enterprise, not just one department. That is the work of
industrial data unification, and it is the most important work a plant can do right now.


